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Universally supported

High Capacity

High Performance
Plug-n-play

Microsoft Monoculture

Capacity/Data Transfer Speed

M

Size/ Weight




Put a custom payload on a USB stick
Convince authorized users to connect it
Depend on target systems to run it
Bypass antivirus

Bypass firewall







Insert removable media

Windows mounts it
Autoplay will search for “autorun.inf”

Execute “autorun.inf” if found




Similar to Autorun / Autoplay U3

Presents itself as a CD drive and a FAT
partition

Optional password protection of FAT partition
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User Profiles
Last 10 user logins

Wifi keys — wzcfg
Product Keys — Office, Windows, Exchange, SQL







Put a custom payload on a USB stick
Convinced authorized users to connect it
Bypass antivirus

Bypass firewall

Blinded intrusion detection systems







Significant.

Loss of customer & corporate data;
Loss of confidence / market share;

Business disruption: financial impact (TJX &
Heartland); law enforcement involvement




People, Process and Technology



Closest to the problem
Have a job to do
Weakest link

Low cost / high return

Executives, Business Managers, Users, I.T.

Staff



Process

Policy

Training

Risk analysis

Cost of Exposure or Leaks
Value / Risk Matrix




Always on

Central management

Policy based controls
Directory integration

Overrides for remote users

e Safend






Low cost

User friendly

FedEx ready
Automated

Network enabled
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